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Industry Consultation on a Mandatory Data Retention Regime
Deadline: As soon as possible to allow public consultation on a mandatory data retention proposal

Key Issues: You previously agread (submission 1112 of 2008 referﬂ) to the Department developing a proposal, -
for a mandatory data retention regime, including the establishment of an Interagency Working Gtoup (I'WG) to
advsmce work on speciﬂc details of the nroposal $37(2)(b), S47C(1) ;

The Department has finalised a draﬁ document outlining the type of telecommunications data which would be
retained under the regime (the ‘data set’), options for storing that data and the scope of the proposal. The r
Department proposes to now consult with industry on these proposals.

AGD Analysis: Data retention in other international jurisdictions has been used as an effective tool o combat
serious aﬂd orgamsed cnmc Mandatory data retention has been highlighted in sqcly).

~ of interception legislation as a potential mechanism to combat serious

and nrgamsed crime in a global telecommunications environment.

Consultation with industry is esseritial for further consideration of the two year model for data retention.
Consultation will include consideration of the draft data set to be retained, possible storage models and the
associated cost and scope of the proposal. Indusiry will have strong views on all of thesc issues. |

Financial Implications: Consultation with mdustry will have no finangial implications, though the data retention
-proposal has cost implications for mdusu'y

Recommendation: I recommend that you: . : ' i

(i) Agree to consultation with industry groups on the proposed data rétention regime, including the release
.of the consultation paper at Attachment A and sign the letter at Attachment B seeking the Prime
Minister’s approval for consultation, and at Attachment C informing the Minister for
-«Gommgmications of recent-developments. ,

/ Signed / Not Signed / Discuss
T ‘ i

For Catherine Smith
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Action Officer: “Lionel Markey (02) 6141 3017
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Background

I.  You pieviously agreed (Submission 1112 0f 25 Match 2008 refers, seo Attachment D) to the
Department developing a proposal for a mandatory data retention scheme, consultation with governinént
agencies and the setfiiig up of a Commonwealth Inter-Agency Working Group (IWG) for the detiiled
development of data sets to be retained, the veteition period and storage models, comprising The Departinent
of t.-‘“C Prime Minister and Cabinet (Privacy and FOI Policy Branch), The Australian Federal Police, The
Department of Broadband, Communications and the Digital Economy, The Australian Competition and
Consumer Commiission, The Australian Crime Commission, The Australian Seourities and Invesiment
Commission, The Australian Securily Intelligence Organisation, South Australian Police-and The Australian

Customs and Border Protection Service,

2 - 537(2)(b), S47C(1)

3. Aspart of the agreed consultation progess to progress mandatory data retention policy-development, T
now seek your apptoval to consult with the Telecommuniciitions industry on the propossl, o

$47¢(1)
The Data Retention Proposal
The proposal’s role in the Otgauj&cd Crime Strategic Fram¢work

4. The Gommonwealth has made an undertaking to ensure that the Commonwealth’s legislative
framework is responsive fo the changes in (hé context of serious and organised crime. The Orgariised Crinie

Strategic Framework notes:

The Govermment continues tononitar the effectiveness of its legislaiive and operational vesponse o organised
erime to ensure 1l vemains effective to respond fo thanges in sociely, tectmological advances and the criminal

environmen.

5. A mandatory data retention regime reflects the Commonwealth’s commitment to respond to rapid

technological and economic change in the telecommiunications séctor.

6. "elecommunications data has the potential to address the full spectrum of organised grime activities.
When looking at classes of activity put forward in the framiework, telecommunications data can be effective

in the following ways:
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Industry Consuliation

20. 'The main telecommunications providers and industry bodies that the Department will conisult with on
the mandatory data retention proposal will be (but not limited to) mobile and (ixed line carriers including
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Consultation

Tuternal

Esternal
22, As outlined, work on this proposal has been aided by an Interagency Working Group,

23, Commorwealth enforcement agencies, such as ASIO, ATP, Custonis, ACCC and ASIC are strongly
supportive of a mandatory data relention regime. State and territory agencies are equally supportive of the

94, PM&C Border Securily aind Law Enforcement Branch have been consulted

25, Onee public comment is titade on a proposal for a mandatory data retention regime it is likely to attract
cohsiderable interest from the media and from piivacy advocates, The Department will prepate relevant
Question Time Briefs (QTB) and Minister’s Office Briefs (MOB) prior to industry consultation.
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